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“We refer to meeting held with you and attended by representatives of the HR Department on 9™ October 2022, relating

to an investigation into potential fraudulent accounting transactions highlighted in a special audit report conducted by the
internal audit department. During the meeting, we discussed the alleged fraudulent misconduct on your part involving

the intention posting of incorrect entries on the SAP system to falsely show due payments on certain customer

accounts as settled. Further to this meeting, on 10" October 2022 you were asked via email to respond to these

allegations of misconduct against you and relevant extracts of the special audit report were shared along with the letter.
Having considered the response, we received from you via email on 8™ November 202, as well as the surrounding facts

and evidence, the investigation has now been concluded.

The investigation report recommends the termination of your employment since it is established that over a period

between 2015 and 2018, you have repeatedly posted falsified transactions to incorrect ledgers and deviated from

normal practice. It is noted that there is no evidence or report highlighted in the Special Audit about any potential

hacking of your account. In your response, you have not provided any evidence that suggests otherwise, and you

have not defended the allegations of gross misconduct.

We consider that your action constitutes willful, gross misconduct warranting summary dismissal under section

23 of the Employment Act. You have acted in clear breach of your duties and obligations under your employment

contract and Clause 11.4 (c) and (d) of staff Handbook. Therefore, your employment with this company is terminated
effective 17" November 2022......... ’
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f:SCﬁ; L5l mEie &4 e22 Customer Account Settlements’
1. staff of the Finance Division have settled customer accounts from the SAP system while
payments from those settlements were not received or deposited into the company’s bank
accounts. As such, the shortages in cash had been concealed by debiting (transferring) the
respective bill amount to an expense or revenue ledger from the system, resulting in a financial
loss to the company amounting MVVR966,703.22. These transactions were posted by staff with ID
619 (SAP-User-MW246619) and staff ID 628 (SAP-User-MW250628) amounting to MVR
713,459.81 and MVR253,243.41...... 7
2.“...Finance Division had commented on the transactions and confirmed that the transactions had
been posted to incorrect ledgers and deviated from normal process. No comments relating to
individual transactions posted by the respective staff were provided. Instead, the staff
(ID619&628) who had posted the transactions did not provide any justifications for the
transactions. Moreover, the staff 619 claims that if these transactions are not genuine someone
may have abused his SAP login to post these transactions and that the SAP login may have been
compromised. However, considering the audit findings, possibility of passing SAP entries through
hacking and unauthorized access is extremely narrow...”
3.“...In normal circumstances, for any customer payment posted to the SAP, the customer account
(AR) shall be credited, and “Internet Bank Collections Clearing” / “Direct Debit Collection
Clearing” ledger shall be debited and subsequently cleared to the respective Bank account ledger.
The common methods of customer payments are through MWSC application, website portal,

Company cash desks, and outsourced third-party collectors...”
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Details of SAP user/customer and Year Total
tract
contrac 2015 2016 2017 2018
Staff ID: 619-(SAP USER: MW246619)

30029052 11,265-51 11,265-51
30036470 1,846.30 1,846-30
30011568 25,108-48 25,108-48
30018030 567-70 567-70
30018031 193-90 193-90
30018032 345.10 345.10
30018033 5,431-60 5,431-60
30018034 1,361.80 1,361-80
30023559 821-10 821-10
30023560 681-10 681-10
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30023561 1,433.05 1,433.05
30037518 507-50 507-50
30037521 450-80 450-80
30037528 2,395.45 2,395.45
30037529 2,036-97 2,036-97
30004489 35,000 20,000 55,000-00
30013820 4,114-67 4,114-67
30020823 1,144.91 1,144.91
30041121 566-68 566-68
30041122 301-80 301-80
30041123 1,566-80 1,566-80
30041124 1,746-35 1,746-35
30041125 273-80 273-80
30041126 189-80 189-80
30041127 889-80 889-80
30021072 5,009-97 5,009-97
30027040 6,281-65 6,281-65
30028532 61,621.95 61,621.95
30046250 183,659-79 | 183,659-79
30028602 16,399-84 16,399-84
30042562 90,680-76 90,680-76
30016194 42,041-20 42,041-20
30007646 11,116-96 11,116-96
30022948 602-51 602-51
30011152 4,591-13 4,591-13
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30002941 35,248-85 35,248-85
30018228 20,000-00 20,000-00
30053805 10,523.25 10,523.25
30006293 1,403.72 1,403.72
30001408 104,037-28 | 104,037-28
Total 4,591-13 | 132,789-90 | 65,108-48 | 510,970-30 | 713,459-81
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“While I was reconciling internet banking clearing Gls in 2017/2018, | have notice that
GL have additional transaction which | am not aware of. After checking the internet
transactions and collection | have noticed the entry which were not included in our
internet banking collection which were entered by Arfau Ahmed. At the time Arfau
was not in our department, so | have informed to my supervisor (Mariyam Nazaha) that
the GL were not balancing for the month and the entry was entered by Arfau. As |
remember, Nazaha has sent and email regarding that matter to Arfau
Ahmed/Shahuza(FM) to provide details for that entry. Within that week, Nazaha have

informed me that the correction have been made and to clear that GL.”
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“During 2018, while doing the GL reconciling for the month my staff came for
assistance as they were having trouble reconciling the GL 3700110-Internet banking.
Upon checking | found that a transaction had been entered that | could not trace to either
the Banking JV or the bank statement. Further checking revealed that the double entry
was made as per the usual transaction made by the department. Therefore, | emailed
Arfau Ahmed (who had been a former staff of the Credit Control Department and was
then working in the Reporting Department) who had entered the transaction requesting
him to correct it as we were not able to reconcile the Internet Banking GL due to said
transaction. | copied the email it to my then supervisor, Aishath Shahuza Mufeed as

well. The next day the entry was reversed and I was able to reconcile the GL.”
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payment posted to the SAP, the customer account (AR) shall be credited, and “Internet
Bank Collections Clearing” / “Direct Debit Collection Clearing” ledger shall be

,3:»},? > debited and subsequently cleared to the respective Bank account ledger...”
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“I cannot clarify you or provide you any evidence on something that I do not properly
understand due to lack of information provided. I would need to access to the Daily
Collection reports, Daily list of customer payments record and subsequent Bank
statements to analyze these transactions and then only | could provide you with
clarifications as these transactions are dating back to 2015-2018. Furthermore, you

could also tell if these are genuine transactions by checking the daily collection reports,
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Daily customer payment lists. If it has not been included, these are not genuine
transactions and, in this case, | believe someone may have abused my SAP login to

post these transactions to frame and harm me.”
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o Password for all systems are subjected to the following rules:

o No passwords are to be spoken, written, e-mailed, hinted at, shared, or in any
way known to anyone other than the user involved. This includes supervisors
and their assistance.

e No passwords are to be shared in order to “cover” for someone out of the office.
Contact IT, and it will gladly create a temporary account if there are resources
you need to access.

e Passwords must conform to industry standards and may not include the user’s
name, address, date of birth, username, nickname, or any term that could easily
be guessed by someone who is familiar with you.

o Passwords may not be displayed or concealed on your workspace....”
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